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ABSTRACT

Recently, various information technologies such as network communication and sensors have begun to be integrated into
weapon systems that were previously operated in stand-alone. This helps the operators of the weapon system to make quick
and accurate decisions, thereby allowing for effective operation of the weapon system. However, as the involvement of the
cyber domain in weapon systems increases, it is expected that the potential for damage from cyber attacks will also
increase. To develop a secure weapon system, it is necessary to implement built-in security, which helps considering security
from the requirement stage of the software development process. The U.S. Department of Defense is implementing the Risk
Management Framework Assessment and Authorization (RMF A&A) process, along with the introduction of the concept of
cybersecurity, for the evaluation and acquisition of weapon systems. Similarly, South Korea is also continuously making
efforts to implement the Korea Risk Management Framework (K-RMF). However, so far, there are no cases where K-RMF
has been applied from the development stage, and most of the data and documents related to the U.S. RMF A&A are not
disclosed for confidentiality reasons. In this study, we propose the method for inferring the composition of the K-RMF
based on systematic threat analysis method and the publicly released documents and data related to RMF. Furthermore, we
demonstrate the effectiveness of our inferring method by applying it to the naval battleship system.
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The impact is severe that the mi
ssion would either fail immediate
ly or require major changes to th
e entire mission plan, making it

completely impossible to proceed

with the mission.
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Impersonate use a secure chan-

a legitimate
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Table 5. Example of STIGs(technically
implemented)

SUSE Linux Enterprise Server vl11l

System for System z
Rul The system must not have accouts
tilgls configured with blank or null pass—

words.

Verify the system will not log in ac-
couts with blank passwords.

# grep nullok /etc/pam.d/common-auth

Check | # grep nullok /etc/pam.d/common-account
text # grep nullok /etc/pam.d/common-password

# grep nullok /etc/pam.d/common-session

If an entry for nullok is found, this
is a finding on Linux

Edit /etc/pam.d/{configuration file)
and remove the “nullok” setting.

Fix OR

text Use ‘pam-config to configure the aff

ected module if it is supported by p
am-config

NIST SP 800-53 : CM-6b

NIST SP 800-53A @ CM-6.1(iv)
NIST SP 800-53 Reveision 4 : CM-6 b

Refe-
rences
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Table 6. Example of STIGs(policy implemented)

System Traditional Security Checklist

Rule COMSEC Account Management -
title Appointment of Responsible Person

Check there is a current COMSEC
Custodian appointment letter or

verify there is a Hand Receipt
Holder for COMSEC key material
received from a supporting account.
Check | NOTE: Ensure that any COMSEC
text account, materials or equipment
being inspected is used for en-
cryption of DoDIN assets. COMSEC
accounts or items not used with
DoDIN assets should not be
inspected.

A person must be identified and
appointed in writing to be either
Fix the COMSEC custodian or a
text COMSEC Hand Receipt Holder.
Alternates must also be appointed
in writing.

DoD Manual 5200.01

Refe- DoD 5200.22-M Section 4

rences | NIST SP 800-53 : IA-1, PL-1, PS-1,
PS-2, SC-1
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Table 7. Examples of attack library

Type

Contents

CWE

CWE-200:
information to

Exposure of sensitive
an unauthorized
actor

CVE

CVE-2023-23559: In rndis_query_oi
d in drivers/net/wireless/rndis_wla
n.c in the Linux kernel through 6.
1.5, there is an integer overflow i
n an addition.

Paper

Threat assessment for GPS naviga
tion: GPS signal can be jammed t
o make it impossible to determine
current location

Confere
nce

AIS exposed understanding wvul-
2.0: AIS
packets are being used without

nerabilities & attacks
authentication or integrity ver-
ification, which could allow an at-
tacker to use Software Defined
Radio to cause false information

to appear on radar.

Technic
al Paper

Hacking NAVTEX maritime warn-
ing messages: Fake warning mes-
sages can be generated on board
the
the Navtex radio waves.

ship through modulation of
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Table 8. Examples of potential threat

Target Type Description

The multi function
console receives combat
system data from the

Multi data process function.

function S The multi function

console console can receive wrong
data from adversary who
disguises as a data
process function.
The data process function
makes spooling before

Data transmit print data. An

process T adversary who connect to

function data process function
could tamper print data
via fake printer driver.
The connected analysis fu
nction processes data rec
eived from the data proce

Connect ss function and the data

ed anal- D storage. The connected a

ysis nalysis function may be h
function alted its service when an
adversary who connect to
connected analysis functi

on compromise the data.
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Table 9. Evaluation result
Category Low Niz(gj High
TI [
SI () [ ]
Confidentiality | RV | @
M [ ]
CS [
TI [
SI [ ]
Integrity RV o
M [ ]
CS [ ]
TI [
SI [ ]
Availability RV [ ]
M o
CS [
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Table 10. Example of security control tailoring

1D Control text

Limit the number of con-
current sessions for each
Before (Assignment: organ-
tailoring | ization-defined account
and/or account type] to

(Assignment: organ-
ization-defined number).
+
A The Al10 Networks ADC
C must limit the number of
- STIGs concurrent sess1o'ns' to one
10 (1) for each administrator

account and/or admin-
istrator account type.

| Limit the number of con-
current sessions for each
After administrator account
tailoring | and/or administrator ac-
count type to one(l).

WEASIAA 74 2o
7ho|=lo} ‘A Eg o] Mook
2 7tol= H47F STIG Fdhe o2 AHA3]
A= ety debsldt. g 271/ EA9 & o
Teo] =& A AFA A gk A 2ol EA
S 2105 vl ARG o, AAL 90.3%
o #late 380709 Bol EA|dEo] xdhEe] gl
on 97% 41709 Hat EAFES x3EA| ¢
+o] Falw it o] X7 Sl Hel 3= Jje]Erte
Z RMF9 EE Hel EAEES Fdsl= 7S ¢
E%E AL AZvE|e] | AA] Al2Hlo| Hat 5

< 78T del= e 7% STIGs w415 #H2
6H°lt & o AlEEch

roe
o
N
X
s
Iy
lo
DO
N
)



A 00553

(2023. 10) 843

VI. 2 &
B g o= Azt er FlE RMF ## =
E ulgto g K-RMFE d&slo] F7|AA o
=

W8 RMFE 7538k Whell s At '}"3
2, AA A AFAA ofF|d A o] & A
2708 s8] 45<] baselineXt} vra]7]—
b agakge] oS dATS HloEH
I 284S 33kl o]¥A RMF Aake 919
RdES ALgo=y =R 42 794 RMF
o] ®ol EAFE baselined A =3 5 ik
FF K-RMFE A&- e /g 2 wekeir o
g WA Aol RMEE £83te] F71AAE A
ERCS K—RMFO” ;HH]g}oq A b

_?1_1‘

(o T b
LI

i
<t R

HJ

mﬂ

& 98 4 918 Ao A
# Qo4 STRIDERH: @ 7149 918 wdl
% 97 DREAD#ZR= 913 % 24 whwks av)

[}

slsict. STRIDE®F DREAD7E $2 918 =dd
]

wpyslelts 2R, A wyEe] F 2 5
853 71 AR A ohe). FFel Akt 2

& Aol el opell 4] 7H o] A8 TARA,
IR —"%%oﬂﬂ 7 ‘;%01 AHgEE

_l

o
7, Tﬂxﬂﬂl‘ﬂ] Z”“‘ = RMFOﬂ At 9l
¥ B g 9z gy} ud Hks
o] ql77} S5 Aot 9l
oelt B¢ weY W, K-RMPE 4440z
TEs] fshAs WA kel F1AA FRE 4
& B wetely F8 fde Fieh 22 &
T7F Fd] e dert sl bR, ed A
HeS BEdi2 AAl F71AA A 3ol K-RMF
L3 o Q== kgl Al Abd Enl7t Fast
A e AlE AR okl 53
ZA20) k35 RSt ook ¥
K-RMF Al=7}b - ez A7) sfs) o
F7AA FFE SAl A7 AT} wat
F7VAA kel et weshgot 2 f3E 5
89S 7]Eols Aol 2% Zlow Alssd
gl 40 e A DA AWEilR ¢
Z1AA L] Bl HF Fpel whel dgsliol s 34
7dzet t-&5A ‘E%i’ 88 4 AEE R3]
AL A N THAE ISP 8 s
2 S 7150] $qslolt el A% 1 e

i mlm

E:\‘:
fmg

bl 2 @ Ry
o

o

il
ot

lo, ¢

32

o2 ojufgt Xt A3 baselineo] & E=EE

l:z]

LIS

o 8 s

AA7} FaE Hob EAgEoe] Agskx] Hr}
7] wftolet. olell FFelli= 7 Hel ¥R/ &

JYE J1FE AHT 5 e W

ol i3 A7} 9 ash

References

Ji-seop Lee, Sung-yong Cha, Seung-soo
Baek and Seung-joo Kim, ‘Research
cybersecurity test
and evaluation of weapon

for construction
system,”
Journal of the korea institute of in-
formation security & cryptology,
28(3), pp.765-774, Jun. 2018

“Study on methods to
strengthen cybersecurity in the ac-

Sung-yong Cha,

quisition and operation of advanced

weapon  systems,” Doctoral  dis-
sertation, Korea University, Jun. 2019
Hyuk-Jin Kwon,
Ye-na Joo, “The direction of applica-
tion of the RMF-based risk manage-

ment

Sung-Tae Kim and

system considering interoper-
ability,” Journal of korean society for
Internet information, 22(6)., pp.83-89,
Nov. 2021

DCSA, Defense counterintelligence and
security agency assessment and author-
ization process manual, DCSA, Aug.
2020

The DoD, “The DoD cyber strategy.’
The Department of Defense, Apr. 2015
Yang,

Jong-sung Yoon, Hyeok-joo Kwon and

Woo-sung Sung-yong Cha,

Jae-won Yoo, “Korean security risk
management framework for the appli-
cation of defense acquisition system,”
Journal of the korea institute of in-
formation security & cryptology,
32(6), pp.1183-1192, Dec. 2022

Sung-yong Cha, Baek,
Sooyoung Kang and Seungjoo Kim,

Seungsoo

“Security evaluation framework for



844 T AA NS 918 =8 wH RME -5 sl A
military IoT devices,” Security and cryptology, 29(6), pp.1463-1475, Dec.
communication networks, vol. 2018, 2019
Jul. 2018 (17) DAPA, "2022~2026 Defense industry
(8) "ROK MND-JCS, Developing cyberse- technology  protection masterplan,’
curity joint guidance with the USFK." DAPA, Dec. 2021
Boan News, Jun. 3. 2023 (18) NIST, “Risk Management Framework
(9] Dawn Beyer, Michael Nance, Patrick for Information Systems and Organi-
Lardieri, Nelson Roberts, Rob Hale, zations,” NIST SP 800-37 Rev.1, 2014
Tom Plummer and John Johnson II, (19) DoD, “DoD program manager's guide-
“Lockheed Martin Cyber Resiliency book for integrating the cybersecurity
Level(CRL) Framework V3.0 for management framework(RMF) into
Weapon, Mission, and Training the system acquisition lifecycle,”
Systems,” Lockheed Martin Corpora- Department of Defense, pp 70-71,
tion, 2020 Sep. 2015
(10) Northrop Grumman, ‘Developing a (20) Jaewon Seo, Jiwon Kwak and
framework to improve critical infra- Seungjoo Kim, ‘“Formally Verified
structure  cybersecurity,” Northrop Software Update Management System
Grumman, Apr. 2013 in Automotive,” VehicleSec 2023, Feb.
(11) BAE Systems, ‘Epiphany datasheet,” 2023
BAE systems, Inc., Apr. 2019 (21) Mina Deng, Kim Wuyts, Riccardo
(12) The boeing company, Security Scandariato, Bart Preneel and Wouter
Monitoring  Infrastructure  System Joosen, “A privacy threat analysis
Product Card,” The boeing company, framework: supporting the elicitation
2023 and fulfillment of privacy require-
(13) MND, “Study on cybersecurity test and ments,” Requirements Engineering
assessment methods,” Policy research in- Journal, vol. 16, no. 1, pp 3-32, Mar.
formation service&management, Oct. 2016 2011
(14) MND, “Study on application of RMF (22) Nataliva Shevchenko, Timothy A.
process in national defense acquis- Chick, Paige ORiordan, Thomas
ition process for cybersecurity test Patrick Scanlon and Carol Woody,
and assessment,” Policy research in- “Threat modeling: a summary of
formation service&management, Dec. available methods,” Carnegie Mellon
2017 University Software Engineering
(15) Seungmok Lee, “A study on the appli- Institute, Jul. 2018
cation of RMF for weapon systems in (23] Adam Shostack, Threat Modeling
Korea: weapons and security system Designing for Security, John Wiley &
integration,” Journal of advances in Sons, New Jersey, 624p, 2014
military studies, 4(3), pp.191-208, Dec. (24) Adam Shostack, “Experiences Threat
2021 Modeling at Microsoft,” MODSEC@
(16) Hyun-suk Cho, Sung-yong Cha and MoDELS 2008, 2008
Seung-joo Kim, “A case study on the (25) NIST, "Risk Management Framework
application of RMF to domestic weap- for Information Systems and Organi-
on system,” Journal of the korea in- zations,” NIST SP 800-37 Rev.2, 2018
stitute of information security & (26) DoD Cyber Exchange Public, “DoD



AR B 5334 (2023. 10) 845

STIGs,” https://public.cyber.mil/stigs, (29) KISA, "Detailed guide on analysis and

Aug. 4. 2023 assessment of technical vulnerability
(27) KISA, “Guide on software development of major information and communica-

security,” KISA, Dec. 2021 tion infrastructure,” KISA, Mar. 2021

(28) KISA, “Guide on software vulner-
ability diagnosis,” KISA, Nov. 2021

(M X290

ok A & (Jung keun Ahn) A3

2014 29 STAREA A9 Qe At

20194 89 ~3A): AR -

20234 39 ~&A): e HH R sojstd Al
(Aol Hobast, Sl Bk Hrl/<dF

% % 4 (Kwangsoo Cho) A3
20194 29 AN A5reE3ty) af
20194 39~2021 8Y: wevetw AR H S Al
2021L=l 9 ~&A: v AR H ] wiapaA
(FA 3o}y MekEst RMF A&A, AFolad, Az EYo] s

A & 2 (Han-jin Jeong) A 3]4

20151 291 F=rsfobstar Asrel g nystat £
20201 19 ~aA: A 2E skl A AYdT
(#AEey RMF, ¥4 AFAA

A A & (Ji-hun Jeong) A3

2006 29 Jddigtn AxlEe &

20054 10¥~20134 64: ’E]'@F/Laﬂ/“ A4
20139 7€ ~20164 9Y: AdST S5A AdalA|e]
201641 109 ~&A): A~ sfofadta 974
20239 29 ~A]: AA St AR A
(FAlEek) RMF, @4 AFAA, 345




846

F2AA S $7 @53 =W RMF 75 et o7

7 % 7 (Seung-joo Kim) £413]41

19941 ~19994d: A HHF83 (&), AAL, 8k}
19981 ~20044: Sl Iz S (KISA) 9%

20049 ~20114: Adddga AR EAFTE Fus

2011 ~A]: st Afowulstat/ AR B s sk A s
2004 ~&A: FA R R 58S oA}

20143 ~20154: STARFE D 294

20149~20169: ch277kS Zefolm Al AA 294
20161~20184: 7oA B EAZA ]3] A4

2016 ~¥A: gh=7llemia AR RS HF AEu

2017 ~&A: wEetn FHRMFATFAE (ARC) Alel%
20181 ~3A: AxlE b 9143] A9

20183~ Fuht AR 3AAA(CI0) A4
20181~20204: A5 24 43k g m $14d3] 414

2018 ~&A: w418 woked A AF-AE (CHAOS) AlE#
2020 ~ A e n Ry Az 13]) A

20234 ~A]: 5 AE FHpE A3 99

(FA1Holy HotEsl 93 rda welA Hr1/9Z DevSecOps, 9353



